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About this Manual

2.

This chapter provides an introduction to the Strong Authentication at Fermilab
manual. In particular you will find:

* the purpose and intended audience
* additional information resources
* the typeface conventions and symbols used throughout the manual

* where to send comments and questions

Purpose and Intended Audiences

Fermilab must demonstrate to the DOE that it implements a computer security
system that exercises tight control over who uses the lab’s computers and
network (which are owned by the government). An analysis of the major
computer security incidents at Fermilab over the past several years, as well as
the general sense of security incidents prior to that, shows that a common root
cause of these incidents is the compromise of user passwords by their
transmission in clear text over the network. Once intercepted, passwords can
be re-used to gain unauthorized access to the destination system. Further, with
user access to a compromised system, hackers have a foothold for much easier
attacks to gain privileged root access. In order to protect against unauthorized
access to Fermilab computers, the Computing Division has implemented the
Kerberos Network Authentication Service V5 to provide what is known as
strong authentication over the network.

The manual is targeted to both administrative and end users of UNIX (all
supported operating systems: SunOS, IRIX, RedHat Linux) and Windows and
Macintosh systems.

Resources

* The Fermilab kerberos-users@fnal.gov mailing list archive (compiled
since March 2001) is available for anyone to view at
http://1istserv.fnal.gov/archives/kerberos-users
. ht m . Many of the issues raised on the list have been documented in
this manual, but some unusual problems are discussed only there.
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Subscribe to the kerberos-users@jfnal.gov mailing list to report problems
or errors that occur as you use machines that run strong authentication,
and to benefit from the experience of other users. For instructions on

subscribing, see

http://1istserv.fnal.gov/users. asp#subscribe to

list.

* Other mailing lists include wrg-users@fnal.gov and macusers@fnal.gov.

* The MIT Kerberos site is:
http://web. mt.edu/ ker ber os/ ww .

* The Moron s Guide to Kerberos, offers some explanations in layman’s
terms, and is fairly short. No offense intended! It can be found at
http://ww. isi.edu/ gost/brian/security/kerberos.

ht i .

* Kerberos A Network Authentication System by Brian Tung,
Addison-Wesley Networking Basics Series

3. Notational Conventions

The following notational conventions are used in this document:

bold

italic

typewiter

typewiter-bold

<CTRL-char>

[

%

Used for product and program names (e.g.,
telnet).

Used to emphasize a word or concept in the text.
Also used to indicate logon ids and node names.

Used for filenames, pathnames, contents of files,
output of commands.

Used to indicate commands and prompts.

Indicates a control character. To enter a control
character, hold down the control key (labeled
Ctrl, usually) while pressing the key specified by

char.

In command formats, indicates optional
command arguments and options.

Prompt for C shell family commands (%ois also
used throughout this document when a
command works for both shell families).

Prompt for Bourne shell family commands; also
standard UNIX prefix for environment variables
(e.g., $VAR means “the value to which V4R is
set”).
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<> In commands, paths and environment variables,
indicates strings for which the user must make
context-specific substitutions.

All command examples are followed by an implicit carriage return key. The
following symbols are used throughout the text to draw your attention to
specific items:

A “bomb”; this is used to indicate a potential pitfall.

This symbol is intended to draw your attention to a particularly important piece
of information.

This symbol indicates information for AFS systems.

4. Your Questions and Comments

Questions or comments about the Strong Authentication at Fermilab manual or
website should be sent to cdweb@fnal.gov. We encourage all the readers of
this document to report back to us:

« errors or inconsistencies that we have overlooked

* any parts of the manual that are confusing or unhelpful -- please offer
constructive suggestions!

* other topics to include (keeping in mind the purpose of the manual)

* information that other users might find helpful
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Part1 Getting Started

Chapter 1: Introduction to Strong Authentication at Fermilab

Many of you are aware that Fermilab is in the process of implementing new
methods for users to access the computers at the FNAL site. The purpose of
this introduction is to summarize the plan and explain what it means for you as
Fermilab computer users, system administrators, and software developers, and
what you will need to do to prepare for this change.

Chapter 2: Fermilab Computing Policy Issues

The full text of the Fermilab Policy on Computing is maintained at
http://ww. f nal . gov/ cd/ mai n/ cpol i cy. ht m . Section 4
addresses Strong Authentication. In this chapter we summarize the important
points.

Chapter 3: Kerberos Principals and Passwords

In this chapter we discuss choosing and obtaining a strengthened realm userid
(called a Kerberos principal) and a Kerberos password.
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Chapter 1: Introduction to Strong

Authentication at Fermilab

In 2001 Fermilab implemented new methods for users to access the computers
at the FNAL site. The purpose of this introduction is to summarize the method
and explain what it means for you as Fermilab computer users, system
administrators, and software developers.

1.1 Computing on the World Wide Web

The landscape of the computing environment has changed dramatically from
the days when the Internet was primarily the domain of the academic research
community. The same explosive growth in computing hardware, network
connectivity, and capable software that has enabled HEP to tackle the daunting
computing challenges of our field have led to a tremendous increase in the pool
of participants on the Internet. There has been increasing “urbanization” of the
Internet. This means, among other things, that the previous methods of access
control are insufficient for today’s needs.

1.2 Strong Authentication

The new access methods involve a concept known as “strong authentication”.

Strong authentication is a system of verifying the identities of networked
users, clients and servers without transmitting passwords over the
network. It does not require that the network be protected. Both parties
in a connection must demonstrate knowledge of some “secret” to
establish their identities.

The strong authentication service implemented at Fermilab is the Kerberos
Network Authentication Service V5. Kerberos (throughout the manual,
“Kerberos” refers to Kerberos V5) is a network authentication protocol
designed to serve as a trusted third-party authentication service. It verifies the
identity of a user or a network service (users and services are collectively
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called principals) on an unprotected network using conventional cryptography
in the form of a shared secret key. In addition to establishing identity
(authentication), it supports encrypted network connections, thereby providing
confidentiality.

The “heart” of a Kerberos installation is the Key Distribution Center (KDC).
All the computers associated with a KDC make up what’s called a
strengthened realm. At Fermilab, there are two strengthened realms: there is
one for UNIX machines called FNAL.GOV, and for Windows 2000 systems
there is FERMI.WIN.FNAL.GOV. The KDC’s main functions include:

* Maintaining a database of users and services within its realm.

 Authenticating users by way of exchanging tickets between clients and
services in the strengthened realm.

1.3 Why has Fermilab implemented strong
authentication?

There have been several computer security breaches at Fermilab and other
DOE facilities. Our funding agencies has required Fermilab to demonstrate
that it has implemented a computer security system that exercises tight control
over who uses the lab’s computers and network.

In response, Fermilab has issued revisions to its Computing Policy that detail
responsibilities and requirements for accessing computing resources at
Fermilab. The Computing Policy is provided online at

http://ww. f nal . gov/ cd/ mai n/ cpol i cy. pdf. We provide the
relevant information from the policy in more readable language in Chapter 2:
Fermilab Computing Policy Issues.

This manual seeks to explain the implementation of Strong Authentication at
Fermilab. Where there appear to be conflicts, the Policy prevails.

1.4 What do you need to know and do ?

Virtually all machines at Fermilab require Kerberos authentication for network
access. You will need to be able to satisfy that authentication requirement in
order to gain access. How you satisfy it depends on the role you play in your
use of computers (e.g., user or administrator), on the OS you use, and on
whether you connect from your machine over the network to other machines or
not.

1-2
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If you bring a machine from your university to FNAL, the machine must be
Kerberized if you wish to participate in the strengthened realm. We highly
recommend that you participate, as it makes your access to other FNAL

machines much simpler.

For those of you at a university or other off-site location, you may include your
machine in the FNAL Kerberos realm as well. Oft-site machines have

different requirements for doing so.

1.4.1 General User

As a general UNIX or Windows user, you should expect that the maintainer of
your computer has provided the basic tools and installation necessary to
configure the machine as a member of Fermilab’s strengthened realm.

Your responsibilites are listed below:

General User Responsibilities

Where to find Information

(Recommended) Understand the broad out-
lines of Fermilab’s Strong Authentication
policy.

Read the entire Part I: Getting Started,
especially Chapter 2: Fermilab Com-
puting Policy Issues.

Obtain a Kerberos principal (an identifier
for the realm, akin to a login name) and a
Kerberos password.

See section 3.1.2 Requesting a Princi-
pal, or go straight to the online form at
http://conput -

i ng.fnal.gov/cd/forns/ac
ctreg_formhtm .

Obtain a CRYPTOCard if necessary, learn
how to use it, and care for it properly.

You can find out what a CRYPTOCard is
used for and determine whether you need
one by reading section 4.4 Connecting
from a NonKerberized Machine:
Portal Mode. Care and use of CRYPTO-
Cards are described in Chapter 5: Using
your CRYPTOCard.

Change your initial Kerberos password to
an acceptable one of your choosing within
30 days of receipt.

See sections 3.2.2 Choosing a Kerberos
Password, and 3.3 Changing your
Kerberos Password.

Learn how to obtain your login credentials.

How to do this depends on whether you’re
logging in to a Kerberized machine at the

console or over the network, on what soft-
ware you’re using, and on other factors. )

Learn how to use your login credentials
without exposing them to theft.

See section(s) of Chapter 4: Accessing
Kerberized Machines (Fermi-
lab-Supported Methods) appropriate to
your operating system(s), and Chapter 11:
Encrypted vs. Unencrypted Connec-
tions.
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General User Responsibilities Where to find Information

And last but not least: Treat your Kerberos password as a sacred object!!
* Your Kerberos password must be known only to you.

» Make sure that you do not write it down anywhere that someone
could find it.

« Do not put it in a file (encrypted or not).

» As a usual practice, type it only at the console of a system on
which you authenticate.

*Only on very rare occasions, when you have no other choice, may
you pass it over a network connection. The connection MUST BE
ENCRYPTED. Verify that ALL connections in the chain are
encrypted.

« Choose a character string different from your Kerberos password
for all other passwords and other objects. (The one exception: your
passwords for the FNAL.GOV and FERMI.WIN.FNAL.GOV realms may
be the same.)

« If you mistakenly type your Kerberos password over an
unencrypted channel, please change your password immediately!

Windows Desktop Users

Windows desktops and resources at Fermilab are for the most part in the
Windows 2000 domain. The W2K domain structure supports Kerberos
authentication. For information on this, see Windows 2000 at Fermilab at
http://conputing. fnal . gov/ cd/ w ndows/ w2kdoc/ .

1.4.2 System Administrator

As a system administrator (including those who administer their own
machines), you need to do and understand everything the general user does,
and in addition, you must understand how to setup the Kerberos tools and how
to properly configure the machine for the strengthened realm. For users of the
Computing Division’s UPS/UPD environment, much of this has been
automated. Also a number of system vendors are providing Kerberos as a
standard option within their OS installation. You may use whichever tools you
prefer as long as the result complies with Fermilab policy. The obligation is on
you, the adminstrator, to understand your own configuration well enough to
ensure compliance. The chapters in the Administrator part of the manual
provide detailed instructions on many common circumstances at the lab.
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1.4.3 Developer

You as an application or system developer need to understand the principles of
strong authentication, and the Fermilab Computing Policy in detail. It is your
responsibility to design systems and software that enhance the security of
Fermilab’s computing systems and to improve our ability to withstand the
onslaught of attackers who would misuse our resources.

1.5 What advantages does Kerberos provide?

One big advantage is that you have one id, known as your Kerberos principal,
and one password that can be used anywhere at the lab (actually two
principals: name@FNAL.GOV and name@FERMI.WIN.FNAL.GOV). This
simplifies life considerably. You still need authorization to use machines to
which you log in (an account or an entry in an access control list), but there are
no passwords that need to be locally maintained anymore.

Once you are authenticated on a system, you can move from one strengthened
machine to another without having to type your password again.

And, most importantly, the computers are more secure from abuse by
outsiders.

For more information, see Appendix A: Implementation Details of Strong
Authentication at Fermilab and Appendix B: About the Kerberos Network
Authentication Service V5.

1.6 What advantages does Kerberos have over
other possible solutions?

In Kerberos V5, the password-checking (authentication) happens in one place,
and the end systems need not store any information which can be used to try to
guess a password. Further, Kerberos allows a single point of disabling an
unauthorized or wayward user on all systems in the strengthened realm. This
feature satisfies one of Fermilab’s obligations to the DOE.

In ssh, as in standard UNIX, each end system has to store information
sufficient to check the password, which is therefore also sufficient to try to
guess the password. If the RSA authentication method is used, the RSA keys
can give access to various accounts, and there’s no way to know with certainty
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who possesses which keys. In the event of a compromise of a private key,
there’s no mechanism for locating every host on which the corresponding
public key appears.

1.7 How does Kerberos work?

Kerberos authentication operates by the exchange of tickets that allow access
to all services by the user in the strengthened realm. This first sample scenario
shows how it works when a user connects over the network from a Kerberized
UNIX desktop to a remote Kerberized UNIX host:

1) User first logs in directly (not over the network) to a Kerberized desktop
computer that is in the FNAL.GOV realm.

2) User requests authentication for the FNAL.GOV realm, and
must enter his or her Kerberos password.

3) Behind the scenes: Kerberos software installed on the
desktop is used to derive a key from the password. This key
is used to encrypt the exchanges between the local
machine and the (remote) KDC in order to achieve
authentication. The password is not transmitted between
the two machines.

4) When authentication is complete, user gets a "ticket" (also
called a "credential") from the KDC.

5) The user can now connect over the network to other
Kerberized hosts without entering his Kerberos password
again. Without entering ANY password, in fact! Kerberos
negotiates the authentication for each login using the
ticket, all behind the scenes.

This second scenario shows how it works when the user’s UNIX desktop is not
Kerberized; this is where CRYPTOCards come in (see Chapter 5).

If the local desktop computer does not run Kerberos software and is not part of
the FNAL.GOV realm, then the user can't authenticate locally on this
computer. The user can work on the desktop with no problem, but in order to
connect to remote Kerberized UNIX hosts, he or she must authenticate to
FNAL.GOV first. Here’s how it works:

1) The user logs into desktop computer normally, and enters his or her
standard password.

2) From the desktop machine, the user opens a connection to a remote
Kerberized host machine.
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3) Kerberized machines in the FNAL.GOV realm are configured to require
entry of a single-use password whenever they receive a login request
coming from an unKerberized computer over the network. (The
password gets transmitted over the network, and it could get intercepted.
That's why it must be single-use only.)

How do you get a single-use password that Kerberos will
recognize and honor? The FNAL.GOV realm at Fermilab is setup
to use CRYPTOCards to provide these single-use passwords.

1.8 How do you obtain a Kerberos Principal?

To request a principal, use the online form at
http://conputing.fnal.gov/cd/fornms/acctreq_formhtm .
But first, read more about principals in Chapter 3: Kerberos Principals and
Passwords.

After you get a principal, you’ll need to change your initial Kerberos password
that comes with it. If your experiment or group doesn’t have a Kerberized
machine set up yet, or if you don’t have an encrypted connection to a
Kerberized machine, log into any of the FNALU machines to change your
password and to get acquainted with Kerberos.
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Chapter 2: Fermilab Computing Policy Issues

The full text of the Fermilab Policy on Computing is maintained at
http://conputing. fnal.gov/cd/policy/cpolicy.pdf. In
this chapter we summarize the important points as regards Strong
Authentication.

2.1 The Strong Authentication Policy in a
Nutshell

Computers at Fermilab must be configured such that they require Kerberos V5
authentication for login over the network. Our working definition of computer,
as regards strong authentication, is: “any machine to which you can log in, and
on which you can run arbitrary code”.

Kerberos authentication is currently not required for:
* uses which involve only reading public information (e.g., via the web)
* anonymous FTP
* email
* entering information into a web or database form, in most cases

All other network accesses to computers on the Fermilab site must be
preceded by Kerberos V5 authentication if the access is comparable to
shell or FTP service.

Compliance can be achieved in different ways:
* Run Kerberos authentication locally
* Remain unKerberized, but remove incoming network services

* (not for desktops) Remain unKerberized, but require users to gain access
through a computer that either:

- requires Kerberos authentication, or

- is isolated from the general network and physically accessible only to
individuals carrying a valid Fermilab ID card.

Furthermore, an on-site system may not be configured to accept a
reusable login password over the network.
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Telnet, ssh, and other connection program daemons must not prompt for or
accept a Kerberos password. To log in over the network:

* Authenticate on local desktop machine prior to remote login (and forward
tickets if possible)

* From nonKerberized node, authenticate using your CRYPTOCard

Oft-site computers participating in Fermilab’s strengthened realm must enforce
comparably secure access mechanisms, but they are not required to use
Kerberos V5.

2.2 Authentication Guidelines for On-site vs.
Off-site Machines

First let us distinguish between an authentication method and a transport
mechanism as they pertain to on-site versus off-site machines:

* Authentication methods serve to identify the user; examples include:
Kerberos credentials, CRYPTOCards, passwords, RSA keys, and IP
addresses + “privileged ports”. For on-site machines, only Kerberos
credentials and CRYPTOCards are allowed as authentication methods.
For off-site machines, any secure method is acceptable.

* Ssh, telnet, FTP, and so on are the network connection programs, or the
transports, and none is forbidden per se. The restriction is imposed on
the authentication methods, and the transport is restricted only in that it
must support an acceptable authentication method.

The following table summarizes Fermilab’s policy regarding how strong
authentication may be achieved on UNIX machines in the Fermilab
strengthened realm depending on whether the machine is on- or off-site:

Allowed for | Allowed for

(Fermi kerberos or from other source)

Authentication Method ON-site OFF-site
System? System?
Kerberos V5 strong authentication via kerberos product yes yes

Kerberos-based authentication via software other than Ker- | yes yes
beros (e.g., Kerberos-based ssh)

tication over the network

CRYPTOCard challenge/response authentication yes yes
Clear-text reusable passwords entered at system console yes yes
Other non-reusable and/or non-clear-text password authen- | no yes
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over network

Allowed for | Allowed for
Authentication Method ON-site OFF-site
System? System?
Non-Kerberos strong authentication (e.g., RSA or equiva- no no
lent authentication) followed by obtaining Kerberos creden-
tials via kinit over encrypted connection
Standard UNIX security (e.g., rhosts-based authentication) | no no
Cleartext passwords (Kerberos or otherwise) transmitted no no

2.3 Transient Machines

Laptop machines brought in by visitors for short periods of time (e.g., a week)
do not need to be registered or Kerberized. Visitors may use their host’s
accounts (with host’s permission) at the host’s responsibility, although sharing
Kerberos passwords is not allowed. Local accounts that allow access only at
the console will be permitted for visitors (no NIS accounts). Facilities created
primarily for visitors may be granted exemptions from the requirement for

Kerberos-validated users.

2.4 Obtaining an Exemption from the Policy

Exemptions from the strong authentication policy are granted on a
case-by-case basis. Exemptions will be considered only for cases which
involve a large effort for compliance and a small risk for noncompliance. If
this applies to your situation, see your experiment’s or your division’s GCSC
(General Computer Security Coordinator)! to request an exemption; he or she
will forward your request to the Fermilab Computer Security Coordinator
(FCSC). The duration of any exemption granted is determined on a

case-by-case basis.

1. The GCSCs are listed on the CD Security web page ht t p: / / conput -

i ng. fnal .gov/security/.
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2.5 Compliance with Policy

First, a few notes regarding good user practices:

* Fermilab’s policy seeks to limit the transmission of users’ Kerberos
passwords over the network, even over encrypted connections. We
therefore urge you to install software on your machine that allows you to
authenticate to Kerberos locally, and to forward Kerberos tickets
automatically to remote hosts. You are allowed to type your Kerberos
password over an encrypted link on an emergency basis with the
kinit or kpasswd commands (e.g., when initially changing your
password), however as a regular practice, please authenticate locally and
forward your credentials.

* Do not disclose your Kerberos password to anybody, and do not ever type
it over an unencrypted connection. Try to minimize the number of times
per day or per week that you need to type it for any reason.

* In short, following the usage recommendations and installation
instructions provided throughout this manual will keep you in
compliance with Fermilab’s Computing Policy as regards Strong
Authentication.

Regarding penalties for noncompliance, we quote from section 1 of the
Fermilab Policy on Computing (at
http://ww. f nal . gov/ cd/ mai n/ cpolicy. htm):

“Hosts found to be noncompliant may be barred from obtaining Kerberos
tickets from our realm. If the noncompliance is deliberate or extremely
careless it may be deemed to constitute blatant disregard for computer
security.”

2-4

Fermilab Computing Policy Issues



Chapter 3: Kerberos Principals and Passwords

In this chapter we discuss choosing and obtaining a strengthened realm userid
(called a Kerberos principal) and a Kerberos password.

3.1 Your Kerberos Principal

As a user, you need to obtain a Kerberos Principal! (actually one
for each realm, FNAL.GOV and FERMI.WIN.FNAL.GOV), in order to
access machines and resources at Fermilab. A principal is essentially a
username for the strengthened realm. Your principals will have
the same username, and be of the form principal_name@REALM
(e.g., joe@FNAL.GOV and joe @FERMI.WIN.FNAL.GOV). You must
have a valid Fermilab ID.

In addition to a principal, you must have an account on each machine that you
plan to use in the realm. There are significant conveniences if your principal
and your account name are the same, as we discuss in section 3.1.1 Choosing a
Principal Name.

The system administrator of a strengthened machine may require that
authorized users obtain a <username>/root instance of their Kerberos
principal in order to access sensitive accounts on the system. The root instance
has tighter restrictions placed on it (see section 9.2 Ticket Management). 1f
your sytem administrator tells you it’s required, use the form Request
Additional Kerberos Items at
http://conputing.fnal.gov/cd/fornms/extra kerb req fo
rmhtm .

1. Note for sysadmins: if you have an account and a standard UNIX password (in the
passwd file or NIS map) on a Kerberized machine, but no principal or Kerberos pass-
word, you can still log in and use non-Kerberized services. You can do this only at the
console. (From any other terminal, the Kerberized system responds in portal mode,
described in section 4.4 Connecting from a NonKerberized Machine: Portal
Mode, and you have no option to enter your UNIX password.)
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3.1.1 Choosing a Principal Name

The Kerberos Strong Authentication system is includes virtually all computer
systems across the site. Your Kerberos principal will be used for
authentication sitewide. It is to your benefit to have one login id (account
name) common to all systems that you use, and for that login id to match your
Kerberos principal. The Computing Division is strongly encouraging this
practice for ease of use, and in fact is enforcing it for new users. Keep in mind
that the principal name you choose will be your permanent ID at Fermilab.
Here are guidelines for choosing the name you’ll use for your Kerberos
principal:

New principals must be chosen to be eight (8) or fewer characters. Please
use only lowercase letters and digits O through 9. Do not use any
uppercase letters or any special characters.

In Appendix C: More about Choosing a Principal Name, we present
information for users who have pre-existing account names and/or an email
address at Fermilab, and for whom the above guidelines are not
straightforward to follow.

3.1.2 Requesting a Principal

Use the online Request Form for Computing Username and Primary Accounts
at
http://conputing.fnal.gov/cd/fornms/acctreq_formhtm .

3.2 About Kerberos Passwords

Once your request for a principal has been approved, you must stop by
WHSNE (the CD Help Desk) to receive your initial Kerberos password. An
exception is granted for off-site visitors: you can get it over the telephone
(630-840-2345); you will be asked a question to verify your identity.

You are required to change the initial password within 30 days of receipt, and
once a year (actually every 400 days) thereafter.

Even if you use a CRYPTOCard exclusively, you need to change your
Kerberos password as stated above in order to continue accessing machines in
the FNAL.GOV realm! If your password expires, you can still change it as
long as you remember what it was, but you cannot use CRYPTOCard access
while it remains expired.
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3.2.1 Important! Please Read!

Please treat your Kerberos password as an inviolable object. Never give your
password to anybody for any reason. Doing so constitues a policy violation. If
you really need to give someone access to your account (this practice is
discouraged, by the way), add the person’s principal to your . k5| ogi n or

. kbuser s file as described in section 9.3 Account Access by Multiple Users.

Typing in your Kerberos password should ideally be done infrequently (i.e., no
more than once each day). Do not type it in carelessly. Please authenticate
locally and forward your credentials to remote systems.

Windows 2000 domain-only users: type your password only at the Windows
login prompt.

3.2.2 Choosing a Kerberos Password

In contrast to the principal (which ideally should match your login name on
each machine and your email address), your Kerberos password must be
unique. That is, in order to avoid exposing your Kerberos password, it must be
different from the passwords you use for any other purpose (with the single
exception that you may use the same one for both strengthened realms at
Fermilab).

The Fermilab Computer Security Team has imposed some restrictions on
passwords in accordance with DOE guidelines. Currently, a password for the
FNAL.GOV strengthened realm is required to contain a minimum of ten
characters from at least two of the following five classes: lowercase letters,
uppercase letters, numbers, punctuation, and all other characters. Passwords
for /root principals must contain a minimum of 11 characters including at least
three of the five classes. Passwords the system considers “bad” will be
rejected. (Passwords are checked against the “cracklib” dictionary, which will
often surprise you by its thoroughness!)

Choose something that’s hard to guess but that you can remember, and please
make an effort to remember it!!

Need some ideas for thinking up a good password?1 Remember, a good
password is one you can remember, but that no one else can easily guess.
Examples of passwords that would be good if they weren't listed in this manual
include:

* some initials, like “GykoR66.” for “Get your kicks on Route 66.”
* an easy-to-pronounce nonsense word, like “slaRooBey” or “krangits”

 a misspelled phrase, like “2HotPeetzas!” or “ItzAGurl!!!”

1. These ideas were lifted from MIT’s Kerberos V5 User’s Guide (C) 1996, at (new link)
http://hoth. stsci.edu/ public/krb5/user-guide. htm .
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Note: Don’t actually use any of the above passwords. They’re only meant to
show you how to make up a good password. Passwords that appear in a
manual are the first ones intruders will try.

3.3 Changing your Kerberos Password

A few notes before moving to the platform-specific instructions:

* [f you forget your initial password before you get around to changing it,
open a helpdesk ticket requesting a password reset. Go to
htt p:// hel pdesk. f nal . gov/.

* Change your password on a machine that is sitting in front of you and that
has Kerberos or Reflection or other Kerberos-aware program installed.
Do not send your password over a network connection to a remote host!

* The Computing Division has set up terminals in two locations at which
people can change their Kerberos passwords. There is one terminal
outside of WHSNE, another is in the email center in Wilson Hall, ground
floor, north end.

* If you don’t have an appropriate machine on which to change your
password, find someone who does, and borrow his or her command
prompt. (Yes, you can change it from someone else’s account; just give
your principal name as an argument. For Reflection, add your principal
into your colleague’s configuration.) Or you can install a simpler,
client-only version of Kerberos on your local machine; see section 6.2 In
a Pinch: Download Client-Only Version of Kerberos.

« If your only option is to change it on a remote host via a network
connection, then before changing your password, verify that you are
using an encrypted connection! How do you know if your connection is
encrypted? See Chapter 11: Encrypted vs. Unencrypted Connections for
some help.

3.3.1 UNIX/Linux/Cygwin

To change your password, run the kpasswd command locally on your
desktop or laptop.

The kinit program warns you if your password is within 30 days of its
expiration date, and as of kerberos vl 2, the kerberos login program includes
this warning as well.

On strengthened UNIX systems running AFS, there are two kpasswd
commands, o